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ABSTRACT 

PROBLEM TO BE SOLVED: To efficiently assist the development of encryption 
algorithm which is adaptive to new decoding technology by assisting the 
description and editing of block encryption algorithm according to a 
predetermined block encryption algorithm scale. 

SOLUTION: A user describes and edits block encryption algorithm diagram 
representation on the basis of the block encryption algorithm scale by 
using an encryption diagram editing device 201, and stores it in an 
encryption diagram storage device 204. To confirm that block encryption 
algorithm stored in the encryption diagram storage device 204 operates as 
the user intends, the block encryption algorithm is actually executed by 
using an encryption diagram interpretation execution device 202. This 
execution result is stored as a table in an encryption diagram execution 
environment storage device 205. Lastly, the user examines the execution 
result in detail by using an encryption diagram execution environment 
inspecting device 203. 
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[»«pra#*>j6Hi 

a*r***fT-t" a* *#vr r A»*si*itT#Jts:fc . 

*PK3£fT*©^n jx^rtF#T/urfy XJ*<D<y4T?y J* 

fc, tr* hJUf— * ±©«*©^T^?A»«fc«r* *0 
J*lf*fcL-C*U mCSft2:«iriBtR««r«»'frfe«« 

T^?A«»fc* (WE'tfy hWf'-^^miBflEJIOiB 

[I«9KXH3 1 ^X b-Jr—^tKSUI- I D fc Bff 
**fc:«fc ^3t fc KspxSriWIEBff o X m-^it b 

fc, 

WE I D*£j«r**:«>fl!> I PtHK3Mftfc> 

**«^«:£*:»*r-f- %>¥<<T?7 A*3t» «r fc , 

T^A*X7ttfc*ft¥$:fc, 

£ Hfc #4 T ?J J*MX*fc ARW- tt* 



4#BH*Pl 0- 2 4 0 5 1 1 

sgU/t#J&:r-:/^fc, 

ff tt*Mfc*A¥« fc *. « w fc 4: b T 6 ^ a y 9 tit 
fc 4: <f * * r fc £ 4#t» fc T % 7 * y $ Pff # ^ 0 

xmm^&b. 

•jxiyzm^-?* si**?** . 
^fc, • 

x h^-X(0«^a*irfc*«fc^S:**T3Sff*'* 

■tonfTttft-cfcsrtF *3tfc«riaaKSi>feyx b^r- 

fc, ■ ■ " 

iWEalRS ^yt'f-^ h ^-x© 1 Dfctttt:«ttMfc**&"' 

fc tflt *. "a r. t * 4»w fc > « ^ a ^ * 

[0 0 0 1 ] 
[0 0 0 2] 

tt^S^tf-r, i»*{kfc*-3rfisoB»icwiUii«:«r«r 
6 «A«tfc^BB«ifcV^9**S«oa4: 

[0 0 0 3 ] U*>U ^H«B»*W:W*«»rtr*^tt:'-< 
Bff#ft;fc«*fklc:iir<5W-»fl:As*:*v^ 0 :©fc 



(3) 
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[0004] mmmm^tvxx<m^^tix^^h^ 

TFederal Information Processing Standards Publi 
cation 46-2 1993 December 30;Announcing the DATAEN 
CRYPT I ON STANDARD (DES) J & tl/TV^ D E S ft 

oHt, #BI«fl¥fci«S{tbT:v^*. o*i9, 

Wit bi^:/ a -x ^Pf *r>w=ry XASr»*»i: 

[0 0 0 6 ] «e*^*5V^TT, y?V$-%<DM 

^ifi^t^'lt W§|5P5- 1 4 3 4 0#^« 

4*13^8- 1 9 0 3 4 4-8-4*«lCjLfc*V3«fc 5 fc, . 
DE S <fc <9 *>Si*H-JS[i36S*V^F EALIO i n v.o 1 

u t i o nmm^mm^mmxmm^mtum-^T^ 

[ 0 0 0 7 ] 

[ 0 0 0 8 ] .-to/tatctt* /pj/^iff^r^^yxA 

(1) j/^rtF-g-TA'sfy ^ASriaai-rsfc^^is 
«fe, (2) ttiaftic^s^n y^i«*r>u=ry 
^iSMSft^m (3) &isfeic£o*rfa&£ 

(4) - ^a ^M7A^y XA<0$&&££Rffi-r£ 
[0 0 0 9 ] m^E^i: ^Bf§7/^y XiK 

[0010]-^ »f#r/w^y x^»iiE5fetcii^^tr 
r jfcKnttMttaHt&tt 0 s Wr# 5 /tit-cab 5 <btn 

TA=f y X^£r-e£>££Se&b*::rn ^7A^«t5 



WJBSPI 0-24051 1. 
^9^yz<OT/^^V ^fcjEffctClSmbTV^r. 

h^-xtffeabxv^afc*, .^©flrai-c*^ 

[001 2 ] Mia^Pf #r >u==ry x^ia^ 

fi, i:^^^tfi^- Tl^S^fCj® b*: 

[0013] s fet^ ffjiH^i 51c; mmfatt-fn 

fctcte*. Ifciiot, *®Wtt. JESffl^p^^A'Sr^ 
[0014] *^§K^mi ©BWH\ f»fi«L^Q 

=ry x ^ oiaafc A < Star* r.k*s-c*s". ■ 

[0015] «S^2©i^ft tfHEr/o 5/>>Pf# 

7vw=*y xj^&mitczox mm Stilton yzn^TAs 

[0016] #«S©*30B»tt, OTIS^a ytn^ 
^y^fe, 7°D^^A|g^^g^^jiSb^^a^7 

[0 0 17] #35930>»4<D@«tt, miE^o s/^Bt* 
[0 0 18] *«W«0*5©@Wr±, Uff >/7i*§8 
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[001 9 ] 

#V T ^ 9 A £ * -tF^ Bit XtfB*t * <£> £ £g 
r ^ ^ a xftSIMAS ^a k *# *. <5 r k * Wtt i: r 

So 

[0020] *»w©*ii«fc*a^p 
T/u^y X*tt«E»IBifcH:, try byy?*— *«rtttr ^ 

t, mux yYm^—*<o&m&ftvp*T 
t, Wfatry hm j ?—*<ommtikft<otf'<T?? ass 
k, miairy h^^«ft^^r^7^ 
k, wia^y jguteaffl^^-f r^^ .a? 

AtSi:, Mia try h?U^-^iO**S:3e4irSfc«> 

is w-ic* mum^itm \c <t o x m *<b ufc ft *:*a*e> * 

[0 0 2 2] *3 OBW*iBfiM-*;fc«>U:> *«Wtt, 
7J*b7v?9 AtttHt*©BI o#*88«*r3e« L*:*J- 



4#§B¥l 0-24051 1 

e 

[0 0 2 3 ] «40ltttiat4fci!>i:, #«WM\ 

ftitmmxmtiT^&tb, -t©*«ftt»-c<fe«Rtt-tt*« 

RIMt*« X*** <b -7 a ^ 9 A * ±ffct Z>-7W7J>>± 

[0 0 24] jR5 0B»S:*«:-rS3fe*lC,. *»wr±, 
:/a y ^pf-^^a ^ b xtri?~— ^Srt&ttf 

y ^Pf^-^p ^ A*»*W£rtr t/B^^»»fft 

[0 0 2 5 ] 

. J: DB»lcRSt5. 
[0.0 2 6 ] **«tt©KWlc5fei:t>, 

[0 0 2 7 ] [/a y ^WP#T^=ry X^tt«l5^l2 
m Hi**J:ucBl2H\ *»W^#3Mfc»«T««i-S 

*t«isajfett, mi (a) - (c) to^-ri ptctry h 
■^jf^^iirtsfa^r^A^i i~i 3 

b, Ml (d) - (h) lO^f <£ p [CtTy h^ij^— 
^S^^T^7^^1i 4-1 8i:5:W^t u' 

[0028] ^^>tc, miaae*i:mBEa[j(«:«*-frj3-± 

5/t«)co^7^7A^i tt, Hi (i) tc^-Ti: 

Bi (]) lc^-ri:5^imESE*^<oftA»^o^ 
^7^7A^2oh Hi (k) ic^-TJ; 5 icmiatr 

S21fc, Hi (m) IC^-f-J; 5 iCMlatTs/ h 3?U^ — ^ 
0»»»ttO/>f7^?A*a2 2h Hi (n) tC^ 

r <t 5 ustria tr y v m*f-$ <ommm^y^ t?^j* 
^^2 3 b, hi (p) t^-rj: 5t-mjfatry h ^ij-b* — 



T 

^ OUSft^O^ 7 ^9 ASS 2 4 t , 0 2 (a) K 

7^9AM25i:, 02 (b) Ka*-rJ:-5KlMFlEtry 

2 6 &*rr£ 0 

[0 0 2 9] *fl(D^a y-^Pt*r^=ry X^tb^fg^ 
j£-Clify hJIJ^OfrlraS. Kfttt^r try b^lj 

[ 0 0 3 0 ] HI (a) ©m^9A«ai 

1 fi r64tf^h^— Tbj iv^ 

5*ffi^«#«:*L>TV^. Hi (b) 

ill 21* T3 2 try hf*— *J fcftjhTTfcjfcao Cl 

_oj ^:v^ 545mo* i ^ : w■^E**aux*lt^, 

<o r o j ^i^Tfc^o 0i (c) o^t^?A«a 

1 3 fi T3 2 tfs/ h^— * j 4:»«ii-5fcae>©l 6 fi 

( i = i ~ i 6) com^tt&gk TL_1 j ~ TL — 1 

6J «r»>rv^a. Hi (d) 0^t^9A^14 
ft r £ j fcv^545WO«3IS:aLXV^, 

[0 0 3 1 ] ii (e) ~ (h) ii, £<i&t>nz>m%. 

£*l£ 0 Hi (e) ©/>ft^A3iai 5li, 2ood 

try ^o»ffiw»a»**v^ v>; s- i^ 1 

( f ) ^^t^^A^ll 6H, r6 4 tT y h?*— 
*\ t r 5 6tryb^-*j fc*/hfi*r5tt*fc*L 
XV^o Hi (g) ©^«<t^7^11 711, tryh 
l"KS tT 5/ h J ^t->^ ft^SS^tX 

Hi (h) o^t/9-A*ai8fi, r2tfsx 
h^— *J i: UtTyh-? 5 — *j UtTy}^ 

fcftA-r****»bT^*. 

[0 0 3 2] Hi (1) 9tt, « 

**KIMASjK/t^* try *r#fHir*rt:«><o 
Ji foutputj t ^^/^Srfttt 6 fl 

[0 0 3 3 ] Hi (j) ^t^7^ta20lt f 
* TCBj \C r6 4 try * j 4:ftA-t-£ft:#>^ 

llt$)5o Hi (k) 0^t^9A*a2 1tt, tf 
y h^J^-^lc^-UT r £ j ^5*Wi©W**r»fl-r 

[0 0 3 4 ] Hi (m) ^^t^9ASS2 2fl, tT 
y FJiJf-^ir»«U «»*y hm^—^ t tt^t 
X, YlC»*Af S/tae>o«a'C*>S. Hi (n) 
Y??A*a23ll, *»ffl®lfy 

U l m<o try vm*?— # i:t^/i:46^1-Cfc5 e H 

1 (p) <0^t^A«a2 4tt, try h & 

^ O 

[ 0 0 3 5 ] H2 (a) O^V^r ^9Aig 2 5 W\ i 
(i'=l-16) O«*fttfl0aE«X^ftJW*tbTV^ 
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U -t«>te*SrJBiJ^»*f+* <0 i fl ( i = 1 ~ 1 6 ) ^> 
IC ri 6 t i me s J £V>5 <fc 5 UHSxTr £ „ 

[0 0 3 6 ] ;»»rt©fettit£*>* r i j w:, «fc{ar«B 
9i8UE» r i j li r i j ^fejt&*or, JUlc r'l j o' 
isji^-tj&T-rs, 

[0 0 3 7 ] H2 (b) £0^t^9^S2 6fj:; ; ^ 

*ft^*j|Ltt, ^t^^auo^aotfti 

[0038] ra*o«»o»*sffi»w:ra— <o**** 
r 0 Kft^of*— ^^ftiWtti EKo^fFStL*. ^$rtf> 

[0 0 3 9 ] [laa^J] H3—H5H, s/>»#T 
,>rfyXAt*5 I'd E Sj y ^!»#T 

J*BTk&, H3 »i^n y ^Pf#-T/U=f y XADE S<D 
4KtU H4r±H3"-C«t>tv^ VN **» Tf j i i 
2©«k3ffiO»JHBSr*U. H5(iH3T«fctLTV>S** 
TK_i (i = l, . 16) 1 0 9lcftjWSi>5-l iBfli 

[0 0 4 0] r jxf>©H3 - a 5 tftfflsnrv>5.K. 
30 ^ ft A <0« W*.tfH6lc^"TJ; 

5lCSU^**.e>*t-«o 16 (a) H§3-C«^tV^ 

te^«3l ri pj <Dnm"C&Q, ffl^try h^ij 

©«i trs/ h Asa* try h^ijcoms 8 try K-e*>5. h 
6 (b) nm4-c&frtix\,^z>$:j:m^m%- tz.Pi <o 
n^xh^o, mz.r£^ uj^ify try hdSA* 

try b?iJ<Z>»3 2 try b-C*>6. |6 (c) fiH"4"Ctt 
fc^TV^ftAaEjt fs_lj <P»*rC*>?U 2tTyh 
A*-C*S^5 45i*) O^^t 4 try hA*<^l 6 il 0 

40 try bJU^fitlitt-^ b y g©flt ftS. H6 

(d) »iH v-y hfil»^f$^-cfet9, 

TK_lj JiAAtTy 1 tTy h 

[0 0 4 1 ] H3 OT/l-^y "XACBattSCJ; 

[0 0 4 2] *r> Pf #ft0^t*t feS^pX^— ^#i> 
TBj iV>5*M06 4 tTy hSEftl 0 1 lC»jtt*Jt 
-So fBj tCli TinputJ tv^p V^jVfr 

ttwe>nt:*55, K7>^ y x^tc#r<5A*"C*>^w 
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-TfzW i o 2^gr, ripj i^5*W©6 4 try h 

f — ^ lC«-r«(K^l 0 3 lCi^fe^^ 0 
[0 0 4 3 ] rOfi$Mfi*tl>5 6 4 *Ty * 

tryh^-*n r L 0 J fcl^5£lM9 3 2 try h«» 

10 5t£, Tffi«0 3 2 tTj/ b^— TR_0J fcV^5> 
*flfl^3 2 tT y h«Jkl 0 7tCfcttS*L*. 

[0 0 4 4] &tC. £g & 110 ICA r^*Q: 

art*BtC*5V^TIB*^*aa* s l 6 m ( fl 6 time 

sj ) frfcteltS. 

[0 0 4 5]fi ( i = 1 . . 1 6 ) (3 5 

f L ( i - 1 ) J fcV^5*ffi«>3 2 try bMfcl 0 5 

*fcttl 0 6 fc, l"R_ ( i - 1 ) J fcV^5*m©3 2 
f^MSlOT^/hltl 08t, TK_ij fcV^5* 

M<o4 8 try h^sfci o 9©?*— **s#fR*;h^ *a3ffitt 

HUl Tl„ i j tV^5*W©3 2 tfy 1 4.*jfc 

111 1 TR_ij tV^4W03 2 tT 5/ h^*l 

1 6 £7tfl 1 1 7 tCtttt 

[0 0 4 6 ] r'<^*f!}igUto3ai 1 0 ^F*]^<0££&ffl|2#: 
«?J:5*3. Tr__ (i-i) j tt?*— *<0tt»«: 

*-r5cBii i ltgt, — r l i j' l l 4i 

ftni i 5\£#to£tL, f&#n?H£: rfj ii 2^±o 

[0 0 4 7] HI Tfj OCDA*«»tt 
TK_ij "Cfe^o ItOSS Tfj li.2 0jB*tt,'A 

r L _ (i-D j kmc$m&}&mfoi 130 

TR_iJ 1 1 6*fettl 1 7|C*jW*|l5 a 
[0 0 4 8] r^<t 5 *«kOiKbtea365^TJ|*T-f-S 
fc> fL_16j fcl^ 5£Hfj<D3 2 If y h^^l 1 5 fc. 
^R_l 6 J fcV^£f!fJ<0 3 2 try h^&l 1 7 

iS) fcv^K^l l 9lCAAS*t*. 

[0049] 119 <6#kmtsfki>m ^-3t-cs> 

9, ^-^^*S^^r^-r^Eni 2 OirSr, TCBJ fc 
»1 2 1 \C}Z ToutputJ fc 5 ^-^/^fttf £>fr 

x*5t?> d e sr;u^y x^^io^tiiA-cw 1 1 ^ 
[0050] fc**, a 3 Kin, &m 1"L_ i ( i = 

1 . . 1 5) J O2O(0Hi3|l 06t t 1 5i5J>ii5, 

ra— ®»»4:»brv^ Q r r_ i (i = i. . i 

[0051] m 4 o« j* r f j 112 <Dnmft&: 
<om*)-c&>z>. r f j -cii3 2 tr^ ^ trj 

1 3 2 & 4 8 tfy h^ — ^ Tkj 1 3 3©2o^A*^ 
<b, 3 2 tfy h^-^ r f ( R, K) j 14 9 

So 

[0 0 5 2] A^f-^ TRj 13 211 3 2tTyh^ 
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— ^<D4 8 tTy h7*— ^^(O^t^m^ f£ P j 1 3 

iot, 4 8 tfy hv*— * 1 3 5 t5lo 
^4 8 tTy h^-^ r K J 1 3 3 fc#K#teWIft«fPl 

13 711, 8{@ (j=l. . 8) CO 6 tTy h ^— # \C& 
fflStL, 8«©6 try h^-*^* rx__ j (j = 
1. . 8) J 1 3 8tC»«!S*vS 0 

'"'*epi 3 7tt, ::tii^«a«(/i:«^-c 

70 [ 0 0 5 3 ] ifetC, M t> iS Ute3£ 13 9 UlA 8 ® <9 
6 tfy'b^ — *3E*X_j (j=i.. 8) ©^tl-ftl 

Lt #C J&»fif fc fcft Z> . 

[0 0 5 4 ] *1\ 6 tTy h^-^» TX_ j j 1 3 
811 1 try K 4 try K 1 tT y b <D^— ? tC^i'J £ 
^JvefU 1 tTy Y<f—*m& f* r 1 j 1 4 0, 4 

... tfyhf-^«» r c j.i4i, l try h^^-^SE* 
. r r 2j 14 2tc»tt*ixs, ::t, r r 1 j i 

4 0 , mm r c j 14 1. r r .2 j 1 4 2 ii, m 19 

20 [0 0 5 5 ] &$St TrlJ 1"4 0 fc T r 2j 14 l©f 

— ? l>'lt 2 V y 1 4 3 fc> S» f cJ 1 , 

4 2£>4 tTy ^ 1 4 4^^^^^ rs_ j J 14 

5icA***u*..r<o«»is*r±4iry hxik rY__ 

j j 14 6 t£*&#f»3£*l,£o 

[0 0 5 6 ] ^^J:5^S^LfeI^t^Tf6 

8ffl<D4tfyh^— ^ rY_j .(j=l. . 8) J - 

1 4 6^H8^t3 2 tTy b^r-* 1 4 7 fc 4^ 3 

2 tTy b^ — ^lC^j-T S IE* TPj 1 4 8 1CA^^H 
^ e 1 4 7 0!>#«l wrt* rr"TH:»*ft 

5:tU5o icosgg^i r f ( R, K) j 1 4 9 fc 

ft*. 

[0 0 5 7 ] 05 TK_ i ( i = 1 . . 1 

6) j 16 7^*J«teao|*tttt*©ia»J"C*>S. * 
1\ D E S T^^y XAIC»LX A** (K) a* 
6 4 tfy TKJ 15 1 lC»«lS*L* D . r /O 

6 4 tTy h^— fm^C TKj 1 5 1 H 1 5 2 

6 4 tTy b^ib 5 6 tTy O^/J^^ fKPj 1 

5 3tCA*S*^' 5 6 tTy b ^ 1 5 4lC^^^^ 
^ *„ 

[0058] r<£>56tTy h'f— ? 1 5411, 2oO 2 
Slf^f-^^i^, -t^W2 8 tTy h*» 
r.KL_0j 15 5fc TKR_0J 15 7tC*&^^^ 

*o 

[ 0 0 5 9 ] &tC, »9 iS U&S ( 1 ) 159 tCA.t). , 
* fKL_ (i-1) j (i=l. . 16) 155*5 
V^lll 5 6i, TKR_(i-l) (i = l.. 1 
6)J 157fc5^ttl58 Lt, ^<^^3g^^rft 
frtl, Tk L_ i ( i = 1 . . 16) J 162fc TKR 
50 _ i ( i = 1 . . 16)J163 J&SfflSc&JSfcSfb*. 
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[0 0 6 0] * TKL_ ( i » 1 ) J 15 5&6VM*1 

5 6\t >y btk% S i J 1 6 0<£>A*i:&£ o ~ 

<09L&fS9ktt:mik TKL__iJ 1 6 2tC*MA;£;h,S. 

[0 0 6 1 ] *3Eft f*K R ( i — 1 ) J 15 7 

*>4l^ttl 5 811^7 hSIg TKS_ i J 16 1 <OXt) 
k4S. ro«*tt*r±«» r K R_ij l 6 3 

[0 0 6 2] ±m<Ot&<0 igbM^<D&Xifc£V^ft&fif L 
X, * l"K L_ i ( i = 1 . . 16) J 162i ^KR 
_i (i=l. . 16) j 16 3tC#l/C, tfCCDS^ig 
LM1 (2)16 4*SfTft*>*tS. 

[006 3] %r TKL ij 162t l~K R i J 16 

3 4r51ttUfc5 6 If 3/ * 1 6 SlC^LX, 5 6 tf 

5/ bri*k4 8 tf ;y h^<0^/hi|S^ TpCj 16 6*511 
*<OJB*36 5 4 8 tfy h3C» TK_i J 16 7tC*& 

[0 0 6 4 ] r<z>Isa5W36 5 *+J: ;fc#Jc£>:/n ^ 

=ry ^A<o»i»ti»*ic^oliBW^iB«i-s 

[oo6 5] mi<ommmm ±«ut:/ny 

[0 0 6 6] H7tt, ^o$/^Bf#coTA^!jXAI^ 

— iPasisaxtMB**- s °> * "t* 3 pff * ^-r r ^ ? a 
Bk8*2 0ik, iaa*?J:U5|i*S*Lft:^o^>»» 

^9A*jWS(«2 0 4 s/^5f-§-Tyl>r^y XAO 

2MTSS1B2 o 2 i:, -JKJRjSfT^orfa y^Wf ^TA-=f y 
7CM <o ¥4 T # J A * Xft <^#tfl& Sr * 
p»#^r^9AitfT««*itt««2 o s 
r^9A*tTiR*l*»««2 o 5^rtSfc«*r*;fc«> 
<?l***Vr^? ASS*t««*3IEK« 2 Q 3 i:3&»&*fl; 

[0 0 6 7 ] «H|-*V A«*SS«2 0 1 ft, BI3 

^nt£x&3 0 i^^^r^^^i$gi2oifi, 

ill 6 a> J: 5 *«*©tt*ffl4r«tti-*yt»©«ffi<>»o.r 
*5t>, rco3£jattiif#^r^9Att«flK«2 o 4tc*& 

[0 0 6 8] «#^f T^9A»JK3Mt3£«2 0 2ft, 



(7) 1#I¥l 0-24051 1 

12 

0 4lC*&^^^-CV^^Pf#^VT^^^O«^^9g$:tf 
Zm^r-f T ^9 A*fT»*»tt«* 2 0 5 |C«M bT 

[0 0 6 9 ] [«*«*<0«-»'^rtttt©3t«] 

(a) T/i-^y X^^A^^afttf^^If6-Cfc^ 0 

[0 0 7 0 ] ( b ) fi^a^l»*W:-t<OAA A 5 ±Xffl[AS 

70 [0071] (c) x^iftAS^sfflAJgfcSo-rv^' 

ft, tf^^tMX^)^. 
[0 0 7 2] (d) nl©»t)igL»0»llHliliM» 

[0 0 7 3 ] (e) n EJ.O* 0 iK L«B<0* i (i = 
2. . n) ®gft, f l©^^f i-10§^M. 

[0 0 7 4 ] (f ) ^— 1FS««*M: V A*3E«r'^:X<o 

[ 0 0 7 5 ] P»*^-T^9Aj|f«|ltT««2 0 2ft, 

g&2 o 4 ^c«^*tbxv^*llff#^r^9 AtiK.** 

S/i:*©^r^7^^i2 0 6 t, Pff-^T^ 
Ml^gf 2 0 8 tf#^r^9AO.i«K*; 

[ 0 0 7 6 ] flF#^r^^A3lfifai**aE»«2 03 
.ft, r^9A*tTSR»«*ft««2 0 5 

Jf3£SS«2 1 oi, ^Sofcl^fS^:*^ 
*S**^»« 211^ <bj#£ 0 
[00 77] conjfeji0M©Pf#r^=ry xj±m 

^ [0 0 7 8 ] ^f, ^.-fll, ff|f^T^7Al*g 
1201 tttJBU 19 3 uyt J; 5*iai6telCJ:S"i/a 

*u i**^-<r^^^«*ftK«2 0 4tc»»r«>. 

• [0 0 7 9 ] ^i:, HP #^T^9^»»K«2 o 4tC 

A»»?*fi 1 K«2 0 2«r« J fflU jSRKlttlEi/o 
^T;v^yXA$:^^t^ 0 roHfT«*ft, flf-?-^ 

-rr^^^ieff«**«««2 o n 1 -a 1 3 
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[0 0 8 0] MC, *-fttllf#^7^?A«ff» 
SHftSKB 2 0 3 ^rffiffl brSUffi j8tT»**BI»HCH-< 

[0 0 8 1 ] * t^T^9 A»2KI8fT«B 2 0 

2co»f£4rH 1 0 1c^-T7d-^-y— MCg^t l *T 

[0 0 8 2] 1 2 

Sf^^7^7A^gf 2 0 4 *C*jMS*L-C1^a*V. 

r^?^co«$;g3$?& N ^7^^ AiSgf2 o 
twjJHkrra. flMS-^r^? r^=ry 

[0 0 8 3 ] Witf, H 3 — 5 \Ctf bfcD E S Pf-§-T 

su^ry xj±<z>±f&&m<Dm&, mi i (a) ic^-rm^ 

7A^y^^DEso«toii#^i 10 0, Hi 

1 ( b ) \C^T D E S D ig 1 3 9 l£B8"t"S 

■ * i, i i o , a i 2 t£^»&/**&a*#<?* 112 

0, 013 (a) tC^r«**tta^^*l Ottf9igU 
^O^S-EhI^^I 13 0, »*«&a*OjB2©jfti!).igU 
^^^[HlcO^l 1 4 0i^^TlDM^n5o 

[0 0 8 4 ] -w-c\ r*r, r«rii:B*.j i 
ioi, rtf-ftpjf^A^ ?j ii02, rfisj 11039 

ft, F«J*5I*J .1 1 0 l.^Wl-tt^a 

1 0 2©llCtttD»ft»Ttt'rNOj t>m&istis «■« 
^ttl£fc^fc«B"C TYESj *SR3es*L-5 J:-5!C*-3 

tv^, ^ <btc. rfflj u o3©«iich:, &$km<otr 

So 

[0 0 8 5] 1 3 

ogi^ot, ^7^7AtS^ c t 3 'Ciuo3^ 

OHW^r^7^^gf 2 0 6 KJ;oTfS-<£o 
[0086] X^y^2 1 4 

1 0 3^filtf»^S2 0 9[C£^Xf\-n~tZ>o r^i: 
^7^A*368t2 0 6|Cj;oX, 

^^SftSSftMgf 2 0 5d*6#Hr*. ^ 

JHfltRS»B2 0 SiC^ot, ~ — flCiotSSSll 

[0 0 8 7 ] Xf-y ?*2 1 5 

^^2/7*2 i 3 \cmz>o 
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[0 0 8 8 ] f'lill H5l:*t»*7^y^DE 
S©S^fifc&«tCibVT i = 1 ^#Tfc5tHMf' Tk 
_1J 1 6 7)6S*fi)t*ixS*"CO»l 1 20, 113 
0, 114 0 O^^lli 1 4-Hl 6 [CTjkT & 0Kh?> 

""fcft*; 

,[ 0 0 8 9 ] H^T^M^Di:^^X7 L ?/^2 1 

2Ti»*^-f r^?A*ff»«*iW8*2o 5 

±-Ctf»"srt6-CW:*vy 014-01 6 Tit, ;&JJW{fc;£ 
" J^fe«P^"Ct^»■5^1IBA»^A»fcv^5 wfc* r§i^j (offli 

40 1IC TNOJ t^UV^o 

[0 0 9 0 ] &\C S Xy-y-72. 1 3 t\ ffg^ffitt^ 

... SS1K2 o 7 iciormiB©tf*^j|gttcoK«^o-r ? 

UTJIJ***^ ^f^214t, tt«-*«fi2"0 9 fc 
«J«fltKfiK*2 0 8tCio"C, a.— yicio-citS* 

il 4 0 2O (1) KA**»K = Xt£fcofcr. 1 

^ ?j a* tyesj ic^Sr^tiftir tSr^brv^. 

[0 0 9 1 ] y^2 1 5t, Bf^-r^^y XACO^ 

/j;V^*C^f5'7 B 2 1 3 1CIS 0 2SfO?.f 1 
E s j ieH§r£fr£o 

[0 0 9 2] ^^s/^2 1 4T\ 2 0 9 IC <fc 

30 oTKP (X) 365ff3»StL^ KPOHiftS. But 
■''ft, tf-g&Bcoffll 4 0 2 CO (2) lCKP©tt* 5 .*ft&" 
ftfc: r ^KP (X) -C/TltV^. S^<, 3SgOX 
f^/21 3^75/^2 1 4TN± fKL_0 J t [K 
R_0j <Bfflj&s«-3*3*L*. Hi fHt«P»0* 

1 4 0 2CO (3) K TKL_0J & TKR__0J OffijftS 

*«> bixys: r t tern brv^-5 0 

[0 0 9 3 ] 4S@(D^f j//213^77^214 
Tit, (1) CO i = i 0»-&A5«-»-5TffilC3fc 

t©A*S*.rKL_0j t TKR_0J cofg^&r 
4<T **. 01 tf-£EJ8:BcOffl& 1 4 0 2 CO (4) |C 

tkl_oj t ckr__oj (ofe&ntibhfrizz.k&TF' 

[0 0 9 4 ] 5S@^^T5'7'21 3^77^21 4 
■ "C«\ 2OC0 TKS^_1J cofiSi^ff^^^s 6SBCDX 
7J//213^75/^214tft (1) 
CO i = 1 cp^^cotti^^^:-Cfe6 f"KL_lJ t fKR 
_1 j <0tej&sSt*£. Hi tf-»IS:P&coffi0 1 4 0 

2 CO (5) fKS„l j com^^fr hfrft C^/T 
b, ^^ff^Sl^cOffiB 1 4 0 2 CO ( 6 ) IC r K L_ 1 j 

5f i fKR_ij otti5#Afc^fcii:4r^Ltv>-5. 
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[ 0 0 9 5 ] E*Tia«KUT* m 5^t/7AM 

tUC^oT, 1 2Sg^T2//213tXf5//21 
4tf If I ( i = 1 ) Offl^Xft TK_1 j ©ffiasjfe 

* £ a 016 -Cfl, tf »®:!5&^ffl 1 4 0 2O (12) 

[0 0 9 6 ] r 5 **&aw s i = i 6 icftss^tt!? 

de s^flcoftiafc urw:, rcBj <Df£a*;fc£o 
ri* B i i i i o o <o rff^Rjfg^* ? j i i o 2 <z> 

WW\ TYESJ 
[0 0 9 7 ] r<z>J: 5t£* Ml ©3SJfi»«KJ:*U*. #t 

[0 0 9 8] [ff JMBKfcjBfll, 

[0 0 9 9 ] H 1 7 11, flp-S^n M^ — 

l^Bff/ai/^Af^ h^-xMgS3 0 Oft, ir 

* Y^r — X*K&\*r%tt#>CD I D (ttgU'RHR) 3 0 4 1 
£:> l»#ft;»3 0 4 2fcJ;UC5|Z3t3 0 4 33fcVlCtt5|Z3C 
3 0 4 3 &fl£-f§-{fc;&3 0 4 2tt:j;o"Ci*-JHtu;fciif#3t 
3 0 4 4 ijJ»&45^o 2/^Hf#:Tn^9 Af 1 ^ h^ — 

* 3 0 4Srtti»A1-afci6<oiif*^"P^9 Af^ h^ — ^ 
IS^gf 3 0 5 t, SftlBI D3 0 4 1 SrflfejGK-rS^a!)© 

I DfH»c»«3 0 1i, WllB»#ft«t3 0 4 ifc^j*-*- 
^/t*^MSf3 0 2£. fttj|aip3t3 0 4 3 4r£j* 
i-*yt»0 5|Z.3C*ja»«3 0 3 t ^fe«J***t, ffHEPf 

#3C3 0 4 4&£fiM-.S;fc«>K, «I*©»1 <0jMS«1B 
ou£-§-T/u=ry ^TAIB^XS^® 200 zmmTZo 
I b l 0 0 ] r<oj|JS»18<©iif ^7Ar^ K^t— 

[oioi] ^— ifii, mabfcrtp*r^=f y xaihi* 

2 0 0 £r*ij;f? U W^oj/^Pff^T^^yX 
A«:flf!#U-c*5<. s^Uf-fl- 
h^--xMKi3 0 O^LXMtS: . 

[0102] ^ I Dff^^S 3 0 1 IC «fc o "C&T L*V^ 
I D3 0 4 1 &±f£TZ>o 
3 0 2 t^toX* #<f:«3 0 4 2fc£j*U * kttl 
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¥3l±jaSS«3 0 3 K ±oTltf*ft®*f*& ft^5p3C3 
0 4 3 5r^^-r^ o 

, . [0103] 3 o 2 t W-JOkf&mB: 3 o 3 tt 

a««©^«!Cj:oT, »»*ft«* 3 0 4 2^*P3t'3 0 4 

3Sri^-t-^o r<z>4§<&, ^-fWit83 0 4 2^ 

^P3t3 0 4 3 4ra^A*-f-^r t t>ife£o 
[0104] flff-SHtt&3 0 4 2-tW-XS 0 4 3 

/tftfetf, sf^-r/u^y *>H!#3t»«at2 o o^^n 

y^l**^r^9Aj!f«S5ffK«2 0 3 |CBt*ft»3 
i<? 0 4 2t¥3t3 0 4 3 fc*A*U #HB« X OjMWSffl 

tRflUfc^iwaoT, ^jtsfff-§-r/u=ry /a^w 

jWrTSr. fcfclj;*), mt5¥3t3 0 4 3 4? WES ^-T/W 

=ry xmcx D Wf#ft: b«:iiff#s: 3 o 4 4*s»e>Ha. ■ 

[0105] -tr-C, 1WB I D 3 0 4 1 t BP 0 
4 2&£0(3Z3t 3 0 4 3 ^0f-§-^C3 0 4 4 Sr — ffllc'l, 

Ytr*- X 3 0 4i LTfff-i-^ci^^^^x h^ — ^ 
*&MS13 o 5i:ttSat^ Q 

[0 10 6] r^i: 5 tc. l2 0gWjiatitt\ Srb 
< VmZMt?* yftt-ZTfr*]) XA^^m-r^7°n 

[0107] [fsa'rtnmmm .*«wojs3 

[010.8] Hl8tt, ?u y^flM^o^ARIMt 

#r^rfy x^p^^it^S2 o o-cf^jau^^o ^> 

^Sf4 0 3 fc, r<30*tt»fi4 0 3 iCftiftS^^ 
tt«Mgf4 0 2'^ ^r^Ak/D^ARtt 

^^Br#^°a>/^ARtftt^*&M^g4 0 4 
[0 10 9] ^^)I3 «oSS«*lft<O.^B y$m%-?* # 

[0 110] £t\ ^tJlB^a ^^Pf-§-r/p^y.x-^^^ 

^lg^g2 0 OVm^y^Tf? A«MKt2 0 4(C*& 

«f^g4 o 1 tc<tor«3t«?W-r^ 0 
[oiii] -toSffiBftfi, ^r^9A«s:*»iiift 

814 0 31^^^. ^cV^T, f^T^y ARtttt 
■ I^f-^H0 5i:^oT, Rfftfc«^i55£:^@4 0 

^ ARfftfc*»«l»«4 0 4lC»ttS^5. 



17 

[oii2] ro^7 ^Rfftt«<oiBaiaifc p a 

D (Problem Analysis Diagram) :> SI'n, ¥47? 

^ARtHfcfl^jSf 1 — y*VV4 0 5 0|¥WfiW*.tfHl 9 
*$iWH 2 0 <D J; 5IC^fiStL"rv^. 
[0 1 1 3 1 -Hi 9iSj;r5B2 OtC*^T, ^# (1 ) 

it ^-f r^9AEj«*ic^r^9Aaao»4 o 5 

RtMt*-Ctt, Rtrtt* (PAD) 0 5 3K1 

[0 1 14] 5# (2) it Try^AKawc^-r 

T^?J*am<^ffifl4 0 5 2te^^^#t«« 
Rtftt* (PAD) ^m<OJ«4 0 5 3 lC^^^L6<t 5 

a. 

[0 115] il# (3) H:, ^VT^AEiS + lC^V 
T^^A*m^tfi84 0 5 2Ul*S;h,Sfi*tt»)&S*>-3;fc 

»£\ £rt*Jxa:/i2ir?ARtttt«TH:, Rfftfc* 
(pad) «ao«4 o 5 3 ic^stLS J: 5 *«^«3S: 

WP#^T^9A»jW««2"0 4rtlC*»«H6 (a) , 

(b) ©J: 5ft<B**JlfottlB-C*>». 

[0116] *I# (4) It 7 4 

r^?AaS<0»4 0 5 2i:^^H^'>7 

£/*S*L«^n^ARtrtt«T»t R»rtt« 

(pad) »a^M4 o 5 3 i 5 MH 

*±l»*^-<r^9A*iW!K«2 0 4rtlC4>*H6 (c) 

[0117] IR# (5) It 7 
7??J>.mm<Z>ffl4 0 5 2tC^£jT,£ftA«£j&5*>ofc 
»3\ ffc/aSJi,*^* ^?ARfrtfc«-Cft RtH±« 

(PAD) ^m<£>«04 0 5 3 \Cm$tlZ>£ 5 ftftA«3» 

Bf*^T^9Aft»SS«2 0 4 rtlC*>*H6 (c) CO 

[0118] iR# (6 ) It, ^ T^AEiS*lC*V 
Ti/^A^m^fli4 0 5 2lc^*jx5««<o#BR«r*r 

It RtHfc* (PAD) «8©»4 0 5 3 \C7F£thZ> X 

[oii9] *r* (7) it r^AEi£ c f J ^;:*V 
r^7.i^am<Offifi4 0 5 2^*^SS»— ^OftAS:* 

r«m*5a>ofc»-fr, ^jsKs^s^c^^ARtftt*^ 

It RW-tt«-(PAD) a«<t>«4 0 5 3K^£;h,£J; 

[oi 20] ji# (8 ) it t^aex*^^ 
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T^^A^m^ffl04 o 5 2l^*ixa*JJa>iSffl4:*-r 

It RtHtUt (PAD) ^m^««4 0 5 3 l^£;ft,3<fc 
[0121] W (9) It ^T^9AB*flC/^ 

r^>aso«i4 o 5 2^3*1,3^— *©#»i«:a 

10 it RfMt* (PAD) am<offifl4 0 5 3 Ki^ftS J; 

[0122] w (10) a, ^t^ae***!?;*' 

^T^7^^fl«4 0 5 2l£^£^£^-^<Dig^£ 
St^i&om, £j«S*X*:/n^?ARtHfc« 
"Clt Rtrtt* (PAD) am^fflU 0 5 3 \Ct££}%Z> 

^ [0123] *i# (id it ^r^^'AEiK*^^ 

^7^^A*I^»4 0 5 2tC^£H£^*^M£ 
Tit Rtrtt* (PAD) SSOi4 0 5 3tOT^H^ 

[0124] (1 2) it ^^r^7^E^*tc^ 

....^7^i*a^i4 0 5 2tc^^na^»9isu?ra-r 

Wfcom, fej«*^'s>^ia^^^Rtt-tfc*-c' 
30 ft Rtrtt* (PAD) *a©«4 0 5 3lC^S^$i; 

[0125] *i# (13) it ^r^Aiaati^ 

47#J ^a^cr)ffla4 0 5 2i:/T^^A*»ttilA 
a^li^o/tl^, ±/*Sfr*:ya^?ARtHfc 
«-Clt Rfrtt* (PAD) am^ffl34 0 5 3 iC^£;ft, 
31 tt i: U ttUJA**©tt4rig 
tttt5PAD©«»S8o$I^4*4li5rJ:t* 

40 [0126] XR# (14) It ?'(7??J*&mtpi£jr 
^7^yJ>,^com4 0 5 2K«£ft*i*#5&ft<Da« 
^fco/tt^, fefiK^JxS^o^^^RfMtlR-CJt R 

frtt* (pad) aS<offl&4 0 5 3 K«SiT,a <fc 
PAD^gfgot^M^n^r^f ttv> 

[0127] r (OB 1 9 *sJ:oqa 2 o "Cff!l* Lft.Mf&^ 
-^4 0 5tt»»6!)i:ifflSjL5. W*.tfB3, H 
4, Bl 5 ©DE STyV^ry ©Rfftt** £j* Ufc* 
<olt :Wf-^M0 5^ot, H2 1*5,fctl< 
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[0128] irt, i2 l^PAD^llCJ:5/n^ 
?Att«tt, EI 3 km 5 (Ojf'fT tritiz 
t^tC#J&LTV^ 0 #Jx.tf, 021<0*Sg rdes_ 
m a i n j 4 1 1 , HJ;b««C B OS* 4 1 2, 

WAK*CB**JHtt*4: U-CiBi-»a.4 2 6 tt, 13 
<£> rAAXBcBj loi, is© rA;fc3E»Kj l 5 l 

ti3 CO rffi^XJfce BJ 1 2 1 tCEI 2 0 <D*g# (1 

5) o«**afflbfctt*-ca>a. 

[0129] H3$llC, H 2 1 <0^»&0=3t* 
f 4 1 3H, S3 <0 rjgsfs I pj 1.0 3, &1k<OifcXt 
r L i ( i = 0. . 16) J 1 05t 106i:l 1 

5 , %E$k<D&rf r R i (i=0.. 16) J 107i 

i o 8 fc i i 7 , it ^tr; Tk_ i ( i = 1 . . 1 

6 ) J 10 9, g| 5 (O TIS^K P j 153, mWtV>W_tf 
f"KL__ i ( i = 0. . 16) J 1 5 5 fc 1 6 2, K% 

<D&U< TK L_ i ( i = 0. . 16) j 1 57kl6 
3 , >y hm&coMtf TKS_ i ( i = 1 . . 1 6 ) j 
16 0, r$g:f: p C j 1 6 6 IC, Hj 9 ( 1 ) , 

(2) , (3) , (4) *»fflUfc*S*-C*>.*. 

[0130] i21C0414-419H, H 5 

W^&fejSSnfc^f 1 *:^**. H 2 i o«ttfi«:<o|B 

1^7 L y/4 1 4 11, iSOf-^© r#ffij 15 21C 
Hi 9COII# (6) *jB/HU <f—*<D r^iijj 1 5.4 
IC&l 9©*# (9) ^IfflU4)S$^/i:xfi/^ 

[0131] H 2 1 (om&ti)L<0% 2 «&<9i£L 
( 1 ) ) 4 1 5 J2, H 5 <D V) L^kS ( 1 ) J 15 
9UKU20coiI# (1 2) LX^^ti^Tif 
^Tite*. S&SiSb (l) ^it^xf5/^4 

1 6 It, Kft TK L_ ( i - 1 ) J 0#Hg|CH 1 9 coil 

# (6) £, >y ht&& f"K S i J 16 OOiffllCH 

1 9 (8) £r, Xtt TKL_iJ — ©ftXtCiai 

9<0*S# (7) ^i®^ UttfittS^^T 1 ?' 7°"Cfe^ 0 
(1 ) ^f2f^TS/^4 1 7 fcll^-Cifc 
3„ i^S3^f^/ (2) ) 418 

k, ^(D^'^^'r y?4 1 9fco^Tfcra«-C*>S. 
[0132] B21O4 2 0^4 2 5fi, EI 3 CO D E S 

[0133] 022 CDikg- r f j 695£ft 4 2 7 fc 

r f J COff-»flS:ag-r^f L 2/^ , 4 3 3f*i, B 4 CO^» 

r f j o^tg 139 tees 2 o coji# (14) &mm ur 

4*SJifctOTfc5. fcjftfU tttt r f j <off#te£ 
lt^fy7 e 4 3 3Tlt, i4^^-^^)l^l 4 7^ 

EI l 9<o*I# (10) £, rfi^«3KPj 1 4 ScoiSffi 
9 0il# (8) Sra«UT»fen^»a365«5BE 

r f j ©frjttefcfcoTi^*. 

[0134] EI 2 2<Ote<OXx y 7*4 28^4 3 2lt 

Miaow t mmc * -6 . 
[0135] r <o£ 5 tf i±, ^mmmmcom^ 
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[0 13 6] *Mfc#tt"Ctt* ^n^ARfHt 

[0137] m4<Dmmmm *»w©«4^ 

[0 13 8] EI 2 3 ft, «^P^?A4a8B5 0 0 

fc^o y * qp ARtttfc*^*** awn- z>m 

- • tt*«3t**«»r S Rtf-tt««ac**i««« 5 0 3 
k , r. ottttgc 503 ic*&*a * jxfcRfMt««X*3ft* 

. ^ &:Tn^?**±/*ra:^*^?A±ia««5 0 2 t; 
RtKfcflti: /Q^7A ©IB UTtRfftt 
^9 A^tftf - ^A 5 0 5 i , 4tf S hfe^o.^ 
^At*j»nfc«>O*t/n^9^ftiWl8t5 0 4^ 

[oi3 9] ~<D^4<ommi&M<D7viy#m-%yny 
[0 14 0] st\ MrEi»*^o^?ARtfft«i^kS| ; 

@4 0 OcoPf-g-^n ARW-tt«»jWK«4 0 4 tCft 

30 HMffSSttSOiiaoT, SXSfftS, 

[0141] -^co»^fjB^:»i, Rfttt**X;*:ttM»B 

0 5CtoT % ^n^^A^^®5 0 2 [C 
. J:oT, MfaRW-ttWWSC^fe^o A-Srfe/af 

[0 14 2] tritSUfcBf^B^^taWW^/ 
y^ 5 0 6iaotaWW^U ^^7P 507 

5 0 8J&5»G>*L*. y<<?7 V 5 0 7 fefifcS^fc 

[0143] ARtftfc^^fS^ia^i: UPA 

-D (Problem Analysis Diagram) ^r^V^, 'fnjfJ'Xls 

ymmk i,xc-Bm*&5m&, RW-tt*^o^A^ 

^^—^5 0 5 0»jHBW:ff'JA:tfia 2 4Jo±t)«H2 5^0 

[01441** (1 ) (i, ^9ARW-tt**ICR 
tj-tt« (PAD) ^mcOfflB5 0 5 2\C7r;£tiZ>mm%M 
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[0 1 4 5 J il# (2) It /a ^ARfftt^KR 
ffttSI (PAD) Wtm.<om5 0 5 2\C&£tlZ>&m&X* 

[0146] «# (3) tt, ^a^?ARtMt«*fc<R 

fiSm^ffiBs 0 5 3lc«-#-i 5 id, in tSE?MC»a> JO 

[0 1 4 7 ] «• (4) It :7n^?ARtKfc**KR 
tUtlfc (PAD) ^1^15 0 5 2^*n*>'7 h5£ 

[0148ISS (5) It ^n^ARtf-tt^l + UlR 
tftfc« (PAD) ^l«5 0 5 2|:/7$^5«:A^S 

cOfflB5 0 5 3tc^i-£ in tl2 & JcEWlKftG) 

(=2<£>2jfi) xi 6 (=2 04») 

[oi49] 5# (6) it Mmm-itm^KWL 

•tHfc« (PAD) £m<Ofll5 0 5 2tc^£*t£^«:^# 

it 3c*o*o«»w36cs:£ ur> ttse»©#Haj65£j* 

[0150] XR# (7) ft 9* (6) fcW«-ca>SA5 

[0151] (8) it ^*^AR§Kfc«WcR 

tftt** (PAD) SSOi5 0 5 2i:/7SH5Sft^ 

It cm^^m^>ffiB5 0 5 3\CtfT£ *>l£* ftA3ta 5 £ 

[0 1 5 2] XR# (9) It IR# (8) tH^Tfe^ 
**tt»lc»«t4ott, EMS?* — G>ftXT*> 

[0153] W(l0)fi, ;^n^?ARfKfc**k 
Rtftfcl* (PAD) ^m<Offl&5 0 5 2tC^^^^m»0 40 

ii, c-ari§*a«oai5 o 5 aic^i-j: sic, setr*:*© 

[01 54] XR# (11) - (1 5) It *I# (10) 

[0 15 5]S# (16) ft, ^n^ARtHtaS + K: 
RIKfc* (PAD) ^m<^ffl05 0 5 2\£7jk£frZ><f—# 50 



4#S8^1 0-240511 
22 

•Cft CKf§*m^>fflB 5 0 5 3 lC^-T<t 0\C fd i v 

idej £^ 5 cm&*m^^-*ftm*&-tnft3: 

£ £5r^bTV^3 0 
[0156]5# (17) It ^e^ARff-tt** 
RtH±« (PAD) »m^fli5 0 5 2lC*S^^f»-^ 

•cit c-s-fi^m^fflj 5 0 5 3 ± 5 ic, nrfx* 

<O3Z<0W&ffyft&.k It, TconcatJ i 5 C g8 

[0157]SS(l8)lt ARtKt**Ul 
Rtf-tt* (PAD) Sa<Di5. 0 5 2lC^*tLS*!?ig 

It C-irl§^m^ffiB 5 0 5 3 iC^i* J; 5 Id, ff or 

[0168] W(19)li, ^o^ARffffc^tC 
RtHt« (PAD) mm.<OM5 0 5 2lC^£*x£{[i£i£ 

it C"i;!§*S<z>ffll 5 0 5 3 ui^-fJ; 5 fc, r r e t u 

[0159] (20) ft :^^7ARtH±*$* K 

"RW-tt« (P AD) ^5^ffl5 0 5 2\£fc$ihZ>m&fe'. 

. Kfi^m^ffiB 5 0 5 3 5 fc, HftolftSil 

M^^nsr^tttV^o I©H2 4*5J;"US0 2- 
5 — >^4 0 5 l±W»fi<JlCjgffl £ft, 

So " 
[0 16 0] ^°n^^ 5^flltUCf»*rft5»' 

-6\ BijfB9-<:/? y 5 o 7o^y^-7r-</Ht^x.tf 
B2 7lc^-*-J; ro^-cit B 2 4 

2 5 ic^UfcrtS^atfS^— r/^4 o s^cfli^lt 
«^^tit^^f-^i^tO/a h^^^S** 

[0161] Ii]24ib fc c J;D«gl2 5 tC^ U^l^ ^co^/^x 
-^4 0 5(C^ot, B210DES7^^ 
yXAc0/c^^A?rMt^^ 126 (a) 

(b) i:^fJ:^i/t 3 ^7A4 0 4 1, 4 0 4 2^11 

[0162] fg]26 (a) ft, H 2 1 bytRtUt* 
^&tJ*S*lfc7 P B^5Atib»), (b) l±g!22 

r^bfcRtftt«^fo*J«**l,fc^ia^^AT*^. 

[0163] r © «fc 5 *^m^tC^^TIt "fflafi 

* ^^Pf-§-^a^7ARtfttm^^:^g4 0 o«r*!J^9b 

xp^^ixyt^cz ^5:Mt^/o 

/t^n s/^pf-^-^p Att, IS^cr ix^pf #S:4ejH-r 
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[0 16 4] fcib\ **«««"Ctt, ^a^^A^fftt 

KtMt«*a4:, C + +-^Pa s c a 
"C&So 

[0165] 5^»1] #Ct£, *gP^S50 

H«*1B"C*>ft^a ^Pt^n^.Af x hSSgf 

[0166] H 2 8 11, S^B-g-^B Af X h 

bX<^>>;*~^£r|&*fW-£f x hx-jr 
iy^—j^mm^e 0 1b, t&*rt£;ftrt:f x bx-Sri^ 
-yUC^otf^ b<^ — x 3 0 4 4raSlR1-Sf x h^— 
x»R»«6 0 2fc* ^oy*H#^o^?A|r»»t 

^Rf-^^a ^9^lC»l>SMB»»*^fc^X b<^~ X 3 
0 4©*j&g*-ca>5llff-g-«3 0 4 2t?t3 0 4 35: 

ftm&x&zm^xbmnmtRZtift^rx b<>— x3 o 

ttagf 6 04 t, Jtftf53iitK£*T,*:f X h^-X3 0 4 
I D3 0 4 1 kJtS^f 6 0 4 
fx h.S*6 0 7 SrftMtS^fe^t 
/a^^Af^ MBMMgf 6 0 6 H^M*^ 

So 

[0167] scorns (ommmm<o^u y^n-*-?*? 

[0 16 8] *t\ tPttitefe^C*, ftj&brt::/* 
S^ft-S^n^Af X h<y — ^Mgf 3 0 0lC<to 

[0169] fx b^tftfcjfeSJf-S-^cz^^ASr 

IC^-TJ: 5>^f^ b X^ya-/l/ 6 0 1 0 Sr f X h^^r 

Asftttomme o i ^»jwu-c*5<. -rs*:, 

iMO/Ps/^^^D^7AfX hSSgg6 0 0 

[01 70] *?\ HHfcittlftUlXf 0 8tfX b 

X'Jr v?:*-vU 6 0 1 0 X^ 4>fX b£> 

[01711 Xfj/ ^6 0 f X b-5r — X31^^ 

fi6 0 2ici;ot, fx bX^~^M&**iKB6 0 1 
KHfc*A£;h,TV>S|gI 2 9 IC^-Ti; 5 fcf X FX^r^3- 

gS3 0 5)5^, &<Of X h-ir — x 3 0 4 ZmtRTZo 
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[0172]Xf^^61 o-Cil, -?n>fy AJIfrSSfi 
6 0 3(aot, lWiaaRStLfcfX h^- — X 3 0 4 <o 
3 0 4 2ir^3t3 0 4 3 fcfc, 9ff 

^a^Ats^fe o 5K»«3*vo\3f x b# 

So 

[0173] 1 1 tit, i£tfc£§§ 6 0 4 lC<fc 

or, f X h^f^^Pf-i-^a^^^oiltT^^r'C&SPf 
^XfcflrRaRSttfcf X h^ — X 3 0 4©«j«Sf"3l?-C 
i0 3 0 4 4 t ^rit^-rSo 

[01 74] Xf y^6 1 2TI1, ^tS5M^^n/tf X 
h^-X 3 0-4O*jaSS*T«>S ID3 0 4 1 t fcbSfc£S 
16 0-4Otfc««f*fc^6ftSf x FIBI6 0 7&P£^ 
•fuyjj**? x h@JMfr*A&ia6 o eicftttU xf s/ 

[0175] roj; p tc, »5<©*is»tt^ ittrf, m 

j$Of X Fy-xMgf3 0 0 K*oT£j»S*>fc* 
^-^"p X b^ — X 3 0 4 Sr fX hX^r^^—zU 

6 0 1 l^otf^ hM^Uff /c^^^iC^t, * 
20 Of X b3t*<DPf -gr^n ^^AOfliMr^ h-fSr 

[0176] ftib\ ±_lB^*IIJiS»ffi-CRWUft:B!»3£ 

o fi C D R OMf ©E*K#!C*j|ft S HX^f 

[0177] 

[oi78] y ^te^r^^y XABifeic* 

8t«^o ^^A^rf x bt-SBRkc^ffl-C* Sf x b-5r. 

[0 17 9] ££>lC, ^P^^fftfT/V^U^feftlC 
.. ^ 7 A f^3§ <o W » lea b^: 7° a ^ ^ A O^tftt^^ 6 Wj 

[0180] ^>>Pf#T/U=ry XA^^IKj 

[0 18 1] £<btC, Pf^^o^^Ailg^fXMi 

icfc^r, ^tcioxjg^^^^x^^^-^tc^ 
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[03] iy^BF-g-r/vrf y x^de s-<D±»<omm 
& ta a? u it m £ m -r ? << r ^ 9 a ft m 0 -c & a . 

[0 4] H3lC*5^*«»3eHo«MBS:IS3*U«i««r* 
[06] 03, 04, |5t«f ^HTV^te?, 

So 

[0 7] OSHS*tt-C*>S^P y^»#7 

/p=* y. Hff^Sita^wiBiiiaH-r «> * . 

[0 8 ] 0 7 KiottfcrtF-s-^v r ^ A»**fT»«fo 
«ti«^0-cfc^o 

[0 9] H7^^ta*#^r^^Aigftastft*ss 

[01 0] l«#^r^9A»3R*fTSS«2<o*f^*r* 

[011] i«*^r^9A*ffiR«*.»««ortspo 
[012] »*^r^9A*Raisi*jtt»«ort*© 
[013] »#^>rr ^9 ^*tT«i8i*jWSE«ort#«> 

[014] Pf*^r^?A»«*tTK«o«ifp««:« 

-rt&^0-c#>£ o 

[01 5] 01 4<0tft#*:^i-:7!a— ^-v.— b-Cfc^o 
[01 6] 01 5<z>tt£*^-r:7i3— ^-Y— htfeSc 

[017] *«WO«2<0jS16»tt"C*>S5 r e -/^Bff-g- 

[018] *»WojS3 OjMS»»-C*>*/a y^Pf# 

[01 9] y^T?? ARtttt«»Bfj-^>l'4 0 SO 

[02 0] 01 gojRtSr^tR-flHtftSp 
[021] 03, 04, BS^DEST^^yXACM 
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[02 2] 02 1 <0tt#*3M-R9!B"C*>£. 

[02 3] *«K«>3B4©jllS»tt-C*)*^a ^i>Pf# 

[02 4] ^tftfc^^n^^A^T 1 — ^ 5 0 5 0rt 
S^lt#'J£;^rRK0rfc£ o 
[02 5] B2 4©itt * £^?-R 9! H .- 
[02 6] 02 1, H2<OO^a^9AK«-tt«tC»« 

i<? [02 7] try hat*ffloc#fi9-f y <o^y^7 

[02 8] 5 «>lllS»ttT?*>5^o y^Pff* 

[02 9] 7^* h ^^s?a-//0- WS:*-*-H"C , *>5 0 
[03 0] s^Pf-*:/*;/? Af^ 

2 0 0 -Pf *T/l/=r li XA^^ggf, 2 0 1 vrtp* 
^T^^>«*»«, 2 0 2-»W##VT^?A#JR / 

ifl 2 0 3 -Bf*/-r 7^.9 ^XffiStftiEK- . . 

20 4 -SfW7^7^gf, 2 0 5--HF* . 

*v 7i/7 2 0 6-^r^?> . 

2 0 7»-tf»^tl'tt**'i**, 2 0 8-M 
flIKS»«, 2 0 9-ffiffft^©; 2 1 0 . 

2 11 3 0 0 -Pf^n . 

^Af^ h^-r 301-1 p_«-»ss«, 

3 0 2 3 0 3 -.^3C**SS«, 3 0 4 - 
-fa yfffi ^AOr^ 3 0 5 — Bff # . . 
-fu?*? J**?* 4 0 0-Pf^D^ 

30 9AR«-tt«^J«M«, 4 0 1- ^7^9A*3C*fr':. 

4 0 2-R«-tt*feril»«, 4 0 3 ->V7>9 

*&^^g, 4 0 5-./-f7^?ARtttt*#j*f^ 

5 0 0 -Pf^-^n 5 0 1-Riftt- 

^«3tfl?*f^Sv 5 0 2»-^u^9A*ja»«, 50 3 
-R«-tt««l3t*«jW8«, 5 0 4»€-§-/a^7^ 
5 0 S-Rffffc^^a^A^jeSf 1 — .^K 5 
0 6- 3WW7/!J^, 5 0 7 -^Wy^y, 50 
8-»JMT^fB««»*:^S^** 6 0 0-Bff7°C^ 
40 9Af^ h36»K«> 6 0 1 ■ -^X 

9A*fT»«,- 6 0 4 -lfc«»t«, 6 0 5 - 
7A»igf, 6 0 6 -Pf ^9 ^ MB**iWl 

6 0 7-^^ h«». 



(15) 



10-2405 



11 



B[64] 



imi] 

mi 



12 



L_0[!2J 



1-t. .16 



15 



perm f 



16 



^ P:6«— 36 J 



shift / 



(h>itX 

16 



a ubgt / 

( 5t2X ^ 4 ) 



( I* \%9LV>&Wk 

r 19 



B(64] 



I 



20 



CB(64) 



1 f 2 ' 

CD 



1_ _L 



/ 



23 



1 



24 



(16) 



10-24051 



[02] 

2 



[06] 

36 



/ 



25 



1.-1. .16 



1 


3 


3 


4 


S 


6 7 fl 9 10 


11 


13 . 


. 63 


63 


64 


58 


30 


43 


34 


36 


IB 10 3 60 53 


44 


36 . 


.33 


15 


7 






3 


3 


4 


5 


6 7 8 9 10 


11 


13 . 


. 46 


47 


48 


33 


1 


3 


3 


4 


& 6 7 8 9 


10 


11 . 


. 31 


33 


1 



16 times 
1 



(b) ***** bp 



Y i 





Q 


1 


3 


3 


4 


5 


6 


7 


e- 


9 


10 


11 


13 


13 


14 


13 


0 

1 


14 


4 


13 


1 


3 


15 


11 


8 


3 


10 


6 


13 


5 


9 


0 


7 


3 




3 




























0 


6 


13 





XJL K_2 K_3 K_4 . 


. K_15 K_16 


as* 7 >* 


113 2. 


2 1 



1-1. .16 



[ill] 

1 1 ^1100 



function f: 32-^2 ^ 
X 



f(X) 



ff*sx 




tt 


8 


HO 




XP 


so 






so 




*-0 


so 






BO 




*_1 


SO 






SO 






HO 






MO 






HO 




t 


BO 






VO 




a*«Ls i-i 


SO 






KO 






KO 






HO 




CB 


BO 






1110 


«&» 


it*™*? 


ft 




MO 




■_o 


NO 




*_1 


NO 




f 


HO 




© 


NO 






WO 






NO 





V 1=1-16 



(17) 



¥?ffi¥-l 0-240511 



[B3 ] 



input 



B(64] 


101 




— 102 


perro , 







-10 5 > — 106 



16 tintts 

1 



Lt32) 



R_C (331 











-109 



K_l [48} 



U_Cl-l> R_{1-1) 



k_i i j no 






m ^ mm 114 


t_l€ [33] 


115 


R_l(321 


->^116 




1-1. .15 








1-1 . . 15 





L17 



^- 1;ft4 -. 6 4 p^HP 





* ao 


CB[£4] 





output 



[07 ] 

7 



-201 



-204 



-202 



PIT 7*7 A 



-205 



£fri«witftSL«ii 



-203 




(18) 



ftm^l 0-240 



[EJ4] 

i4 



function f:32X48-*32 



pern 



.132 



^ BP: 32^ 48^^"' 



134 

13 5 



-133 

^-136 
-137 



^-138 



-140 



rl(l] 



-141 



r2[l\ 



112 



^JQAS. -<> . 



139 



-142 



c[4) 



-144 



-14 3 
aubst 



X 



T_J[4] 



pern 



-146 



J-1..B 



-14 7 



f P:32-*32 



^149 
f (R, K) 

. o - - - - - 



(19) 



4#M¥l 0-240 



input 



[05] 

5 



K[64] 


perm 





-151 



(KP:64^>6)-/- 153 













^-154 








155 


-156 






KL_0 ( 28 ] 




KL_1(2B) 


i-1 


. .15 


KR„0(28) 



-157 



KR_i(28) 



158 



i-1 . . 15 



16 tiroes _ _ \ _F 



shift 



KL_(i-l) 



shift 



KR_(i-l) 



( ks_i y - 1 ™ ( ks_i y-™ 



f 



KR_i 
- - - rO- - - 



159 





^-162 




KL,i[28) 




KR - i[28] 




i-1. .16 





^-163 
i-1. .16 



16 times 
- I - - - 



i: 



KL_i 



perm 



I KR_i 



-164 



-165 



^ PC:56^4B^y^" 166 



K_if48] 



^—167 
.16 



(20) 



<ftffl¥-l 0-24051 1 



ma] 

8 



-206 



-207 



-206 



-209 



-202 



204 t *) 



205^ 



[EI 9] 

H 9 



JtffaftfMEftll 



-203 





_^-210 







-211 



205' 



(21) 



»HJ¥l 0- 24.0 5 1 



[Hi 0] 

1 0 



c 



-212 



-213 



mi2 



/ 



1120 



tlftM 




tt 


E 


so 






so 






so 






NO 






BO 




KR_1 








HO 




KI4.I6 


SO 






HO 




Ml>£L«Sfl* 1-1 


SO 






HO 






SO 




H0SSLfft3) 1-1 


SO 






SO 




ftt>3Ltto> i-lS 


BO 




K_l 


so 






no 






so 





-214 




(22) 



*&§B*Pl 0-240 



[014] 



014 

,1401 /I402 







Bft 


tit in di (4> (5> 1*1 m [•) (» iui 


X 




SO 


* 


IF 




no 


»CXJ 


BuO 




MO 


TBS 






*> 


TT» 


CJ 




•0 


r» 






wo 


yet 











[Hi 5] 



015 

.1401 M02 



mmmm 




■Hi 


(11 <» t» <*l »»1 l«l (71 (■) (9) (10) 111). 113) 


















m 








w» 




A3 


u^e 




BO ' 
10 


m 




M_l 




■0 
■0 


res 

rzs 




«wl 
JO(_l 




ma 
m 


rzs 






m 





101 6] 



1401 ,1402 



•an 




mm 


(i) <ai Hi hi (5i («} - i7i fi> r*> not mi- iia> 


















a 




0(3) l-l 




mo 


Rl 


AA 


nj 
XR.1 


ft 


m 

MO 


rtt 

TEt 

KJl 






■ 


wo 


to 






«' 


mo 


res 




a 


HO 


IB 

i — „ . 



(25) 



&ffl¥-l 0-240511 



1 9 



4051 



[mi 9] 



4053 



Aft 



£3 



CD 



B(64J 



bit B|64]; 



<2) 



U.U32] 



i-0. .16 



bit L_it32JU-0. .16); 



(3) 



perm 



^P:64~»3S^ 



peno P: 64-*36 - {...); 



(4) 



v7 h 



shift 



shift KS * ., 



aubst 



(EEE) 



subst S:3X4-*4 - (...) 



(6) 



. . A 



(7) 



A - X; 



(8) 



1 



f<X> ...i 



A , B - X; 



... X,Y . . . ; 



(26) 



*t#BB^l 0 — 24 0 5 1 1" 



120] 

320 



4051 



4052 



4053 



X . . . ; 



W..X5 



tia> 



16 tinea I 

I 



i — 



i - 1 to 16 













L.M12J 



L-l. .16 



B|64| 



jipput 



(13) 



blt|64 I a*in{blt B|G4 I 



h 



C8 I 64 ] 



bit CB (641 i 



return CB; 



output 



function f:«4— -64 

. o--- 



bit|64 ) f (bit At641) 



return X; 



WH^Pl 0- 2 4 0 5 1 1 



10 2 1] 

m 2 i 



r 



bit (64] 
dea_raain 

(bit B(64J, 
bit K[64J) 



bit CB(64| ; 



^-412 



perm IP; 64— 64 - (.,. |j 
bit L_U32](i-0..16)j 
bit R_i(32] <i-0.Vl6); 
bit R_i(481(i-1. .16); 
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bit rim f r2(lJ/o[4J f 



X_1.X_2,X_3,X_4, 
X_5,X_6,X_7,X_B 
- EP(R) { + > Ki 



128 



129 



431 



430 



4 

Z 



j - 1 to 8 



rl,r2,c - Y_J; 



return P(Y_1, Y_2, Y_3, 
Y-4 , T_5 , Y_6 , Y_7 , Y__8 ) 



133 



X_j - S_j(rl,r2)<c); 



4 32 



[127] 

0 2 7 



im 2 9 ] 



long t*64* » ^-n«*8Ctt SjeLtK 6 



-typodaf 
typodtf 
tvpndaf 
typednf 
typodeX 
typed a* 

typadaf 
typed a£ 



long 
long 
long 
long 
long 
ohax 
ohor 
ohax 
dhax 



bit6 4 j 

bits 6; 

bit40 ; 

bit33; 
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